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Abstract

Over the past years, artificial intelligence performances have significantly improved,
leading to its widespread integration by various companies, industries and states
across the world. However, in another side, attackers have also started to use
AI based software to craft harmful payloads. In addition to these new threats,
these modern AI systems, generally based on deep learning architectures, lack of ex-
plainability and attackers have started to exploit them through adversarial attacks,
leading to various new threats. In this context, this thesis aims to investigate the
impact of artificial intelligence within the realm of cybersecurity, focusing on the
limitations of machine learning models and the emerging threats posed by their de-
ployment. To this end, we first explore the potential for attackers to simplify attacks
using AI based tools in the context of an exploitation using the return-oriented pro-
gramming (ROP) method. Then, we evaluate the robustness of deep learning-based
malware detection systems exploring the possibility to craft adversarial patterns.
Next, we focus into the field of adversarial machine learning in computer vision by
developing a new adversarial attack that focuses on minimizing the number of pixels
between an instance and its adversarial counterpart. Building upon these results,
we examine the impact of adversarial attacks in industrial applications focusing on
the predictive maintenance systems by introducing two new adversarial attacks and
providing a comparative study of existing adversarial defenses. We investigate the
robustness of the forward-forward models compared to traditional neural network
with the objective to assess their defensive properties. These studies aim to provide
an overview of the security challenges associated with the deployment of AI, offer-
ing valuable tools for defenders to better evaluate and implement effective defense
strategies.


